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m&m 1 2 3 

1 3 ] 
1 4 ] 

- # ^^ttrfSBt-^^ >y 9 <dt- * & & * e> jcw«E-r * 

m^t^U >y * bT#fcl«^:fcfc &«v*T&#&f?vv M£SE$(ff(Z>ftft£ 

&l«HHlSbTf&ffll*-JHt;&fT"5 

[ff#3U 6] 
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[0 0 0 3] 

tzar*. ±iifcj:e) KBrnznt^- * *m^tvTmmmmzmm-t z> 

[0 0 0 4] 

ffij®£*lTV^V^-#-T?&oXtK 0J*-tf, W^M©C D (Compact D 

^Kfc±&i/jM&^i:H«©raa#£&&. 

[0 0 0 5] 

A J: ^ © 5: H « f £ d £. £ S W £ + Z> B 
[0 0 0 6] 

[*a«:»*'rsfc«>©#®] 

6 ttJIEWP 11-3095140 
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mmmm^u LTfafB^- # fctfriBSB*#«*» e>» 

[0 0 0 7] 
[0 0 0 8] 

#IBIf!©^- #*L<t±, tlTffiH|p#fl:#®tt, iagEtt# 

-So 

[0 0 0 9] 
[0 0 10] 

*fe, *«tasiiBti, ^*l<«, muum^mz. m^m* 

[0 0 1 1 ] 

7 ffi§E#3Z 11-3095140 
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ii btr- # icm^ v>wm zfi? mm^m. n , m§H®E.mmmm £ o t trriafa 

[0 0 12] 

zwm^mzmg&&> mmmm-fu vtzm&t i>xmMT-# zmmmm^ 

[0013] 
[DUE0>J«£>7£Jffil] 

7 £^£ 0 
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[0 0 14] 

3>bTjL- # 2 

3>tfrL-^2«, *y Nt7-? 5 ICg^StlTfcU, MAH EMD (Elect 
ronic Music Distribution: ^^IfsSlfE'fS) & E (D^— tfX £H#$-r 

Ziy\£=L-Z 2tt, CD-ROM K^>f ^6^?>AAbfc*- 

[0 0 15] 

f>f>^7i-X3 2, W€^a-;i/3 3, >>n.*^i; 3 4 ££0^ 

[0 0 16] 

mffl=ei?=L-fr3 3] 
S2lc^-r<fc^C H^^-;i/3 3H SL»$8£:i-y h 5 0, 

ga^rL- y h 5 1. «t^/«3*3.-y h 5 2, *@SfgfiErL- y h 5 3, Bf#ft: 
/^■^•rL- v N54 fc^tfMW^-y h 5 5 $:^-r-2> 0 

SL»38£:a--v h 5 Ott, 6 4 tf y h (8;Wh) 

9 tfJSE^W 11-3095140 
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[0 0 17] 

ia*K^- — V h 5 1 &, M*J£, E E P ROM(Electrically Erasable Program 
mable Read Only Memory) & if ft* ^ U »J , IgM&SlCi&Mfcil'r 

o 

0 3 {C*ti"J:e>lC, fHUrL- h 5 1 tt, SgfElt-T 2 - # I K Q ~ I K 3r ^« 

T'fflSfgfS l^icM v> h ftzmr- # T*$> y , 3 <fc -5 tc*BS|gSE£f? 

*l£„ ^SE^-^IKq — I Kgjfe.fctfSaWfflftt"?-* SK m fcfc, gl^ 

ffl i Bttsis 3 # e> Mi?> & v % <t e> IC & o T V ^5 . 
iBttMH-r-* sK m «j£-r*j:-5jc, v=?v vm?- * T RKZm^lt 

[0 0 18] 

m£.&/W.W-=L—y h 5 2 I SO/ I EC 9 7 9 7©MAC(Mes 

sage Authentication Code) M|f£& ¥<Dm* <Z)^£?To Tif- # £ 
■ MAC^C^Cl*. ttf&lf, "Block cipher Algorithm" £ bT F I P 

SPUB4 6-2 iC^J^StlSDE S (Data Encryption Standard) Vn 

o 

[0019] 

1 0 ffil£4#¥ 11-3095140 
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Htc. ffiKMUx.- V h 5 3 te, 77*;J/ajl : Ey 3 4 6 # — 5* -T Jf"? 5 -* 

£„ 

[0 0 2 0] 

W-^ffe/ i tS#3.ny h 5 4 te, DES, IDEA, MI STY*if©7*D'y^ 

i«#r-n/=f uXATOHS-^-fb^fT^. ftffl-r*^- Ktt. fips pubsi 

"DES MODES OF O P E R AT I ON" KlM/££*lTV>£ «fc e>&E 
C B (Electronic Code Book)^— F 33 <fc t>*C B C (Cipher Block Chaining) ^E — 

m#-fb/1SE-&a.— ^ F 5 4tt, DES, IDEA, 

;l3,fctfCBC s E-FT?&&. . 

^^ECB^- KiSi^CBC^- F^-Zn^^Hf-^-fb/^T'li, *BSS*l 

mn=L-^ F 5 5te, SL«»^3.-y F 5 0, ffiflUL— y F 5 1, «t^«/S[ 
Uta. n v F 5 2 , *aSfg$En- y F 5 3 «fc y F 5 4 GDgtJg 

[0 0 2 1] 
(7^^ S/a-^^U 3 4] 
77»r>ajl^iJ 3 4 tt, 3 2M/t>f F©§B*£*&^i-<5. 

77*r>a^?iJ3 4K: tt, ffi2®aE3-n v F 5 3 (C J: SfBSfgSE&JltC J: o 

* * - 9 # m S & * *l & . 

1 1 miEE#¥ 11-3095140 
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o 

04 IC^^IC, i/x.*=EV 3 4 WiH V v V T 4 

;i/10 0, h^^r-^T^f^lOl,), 101p 101 2 , 10 1g# 

^^T% h5y^«l77>fM 0 OUth^V Vt-# 7 T J )V 1 01 0 ~1 

o i 3 zmm^rzmmT-zzmi,. h^v^'r-^yr^^i oi 0 ~ioi 

[0 0 2 2] 

So 

#<D««ft«&IB3*Lfc«3S5 s -*TRK I NF (0) , TRKINF (1) , 
TRKINF (2) , TRKINF (3) h ^ y ^-r- #4£<Z>A-yff3S& 
IS«£l/£1fSf r -# P RT I N F (0), PRTINF (1), PRTINF ( 
2) , PRTINF (3) fc&qlfUTV^. 

ZLZLTr. flf-^TRKINF (0) 33 J:tf PRTINF (0) 04 fC 
Sth7>V^f-^77>f;i/l 0 l Q ©UI^-^T'&S,, 

fir- ^TRKINF (1) feitFPRTINF (1) te, 04lC;^h^ 
>y^r-;?77>fM 0 lj_ ©^a^-^T**. 

flf-fTRKINF (2) 33J;tfP RT I N F (2) tt, 04lC^-rh^ 

1 2 ffiSE#¥ 11-3095140 
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flf-^TRKINF (3) fci^PRTINF (3) l±, E4fC^-Th^ 
«V^f-^77^fM 0 1 3 <D i gm7 : -*°V2b2>o 
[0 0 2 3] 

Ht, n£0^n^3GDMtfc£b£^-£'lC. fSf-^TRKINF (n) 
tt, 12 6 ICTjti" J: o IC, FNM, TRK, S - S AM S E R I A L, CONNU 
M, P> PNM1 (OP) £^LTV^ 0 
[0 0 2 4] 

m% FNMtt, h^y ?f-^77^M 0 0 n ©i&iff&^LTV^o 
S-SAMSERIALU S 2 IC^f 4 3 (Di/ U T;i/#-i§-£ 

CONNUMH ^-©S-SAMSER I ALf^^T'lffil^V^J: 

PNM1 (OP) li. ffii&-7T^;i/^OJK-f ^bt^5„ 
[0 0 2 5] 

flf-^PRTlNF (n) li. Biffin- Ffc^Mtt. A-y-tf->f 
^t'0fi?:^tTfcy, EI 6 (Cjjt-T ie>lC A-^^CPRTSIZEfci 

0 6 iZB^mVit, fSf-^PRTINF (n) ^flf§h7>^f-f 
l^r tc, (m+1) M©A-y;tf^**l£li^£M3tl>T V>£„ 

rrt, prtsize (o) ~ (m) it. ^ti^enMj&~?£^-ya>? : 7* 

1 3 ffiSE^ 3 !* 11-3095140 
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PK (0) ~ (m) It. *tl?ftMfe-t2>rt-y<»*-'r4 Or?-* Zm^it 
[0 0 2 6] 

j^t, h59i'f-f77'f/n oi 0 ~io i 3 iz^>^xm.m-t^ 0 

31^-7^51(5^7^^ C L (0) , CL (1) , CL (2) , CL ( 

3) , cl (4) T*mi&ztiT^z> a *^x#cl (o) <D%m 

fr&BM&U ^7^^CL (4) <Z>1*-?> Ka^*; h SU (4) T'iTLt^S 

o 

fcfc, h7>^f-^77>fM 01^10 1 3 &±, ^;fc|fttC. g7|:^f 

o 

i 

[0 0 2 7] 

7hSU (0) ~ (101) ;J3J:tf*9:*# 2/- Kf-^CS 
f&fcl^ -fuv ?m-%fcWmmivtf. K^l- y hsu (o) ©ittiifj 

^#rL-y H 6 4tC;J3tt<5CBC ; t- K©M-ftfc <fc U^-5HCMV\ e>*l£ 0 
[0 0 2 8] 

t<»Ki-yNSU (0) ~ (10 1) tt, H 2 tc^-TBir-iHfc/^-si- 
rL- y h 6 4 IC £> V^T C B C (Cipher Block Chainning)^E- K"e 6 4 fcfy h ( 8 

1 4 {t}|E#¥ 1 1-3095140 



m ¥ 11-069152 



C i IZ J:-oT$ff&£*l£o 

F^7hSUt^5. tot, *«MaB«SiB3*^»Wffl^ , l/— V4 IZ*- 

fcfc, #^9^*WJC^*4x«^7> K^->y h SU©IH HHJSU:10 2 
•#-74 tf^-^CDffiHB^SSfc*, ATRAC3ft^©ATRACOT 

fc^-dfC&y, ftJEtSJ:^!:, »fffl7'U-V4 ^X##&C? 

[0 0 2 9] 
[77*; , >a>l : Ei;fI ! Ei;a^3 5) 
79 9 S/a^^y^gi^^a. — 5 S/a^y 3 4 /\0)7- $ CO 
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[0 0 3 0] 

[0 0 3 1 ] 
C±M^ ; E^rL-;i/4 1] 
^MW^ifzr-JVA lit. MS^l/-^4 0^IJ:mClMt5. 
CM^ : E^3.-;i/4 3] 

®2tc^-r J:e>ic, »p^:x-;i/4 3&, SL^DS^-^ h 6 o, 

, tm^-y b 6 l, «^/«|?g|H[3.-^ h 6 2, ffiS^IErLny AT 
^ik/'&^^-v V 6 4 13 J:tf1Hffil:2.ny h 6 5 5ftS 0 

o 

.fctfSSttSBM^-* I D d SrfiBttLTVx*. 

m?, 7^^-if-^MK 0 ~MK 31 t, ggfE^^-# I Kq ~I K 31 t 

(1) 

&*3. TfB^fCiSV^ f (a, b) l±. iAH 31ft a, b^&ffi&^m-r 

1 6 a5£E#¥ 11-3095140 
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[0 0 3 2] 

IKj =f (MK j , ID,) - (1) 

U Ht. 0 ^ j ^ 3 1 0mm.o 

[0 0 3 3] 

la^^L-^/ h6i izjavzuumT-* i k 0 ~ i K 31 <Dmmr k^* 

[0 0 3 4] 

iWiiI^->^6 2tt, I SO/I EC9 7 9 7 ©MACS 

"Block cipher Algorithm" £ bT F IPS PUB 4 6 - 2 iZMfe £ *l& D E 
[0 0 3 5] 

Jj-tZMftZfr 5©fC5fc£oT, 3 4:©iaT?ffi2fflSE«ia«:fT^ 

o 

S„ 

fcfc, tSSOTn-vy h 6 3 tt, i&StClSCT, H>fc:3.-#2&6 

1 7 ffiSE4#¥ 11-3095140 
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[0 0 3 6] 

V&mt/'&^ZL- y h 6 4 la«EL^J:e)iC, FIPS PUB 8 1 IZM 

ZirT*. Vg^ik/U^rL-y h 6 4 li, C B C^E- F&CfcV%T, 5 6tf*yN© 

^-f*"?-* (5p35C) 6 4 tf*y h#^&SHi#tt:7D>y?&#&fcLTTga 
5£ (2) lc«^5v>TBt#^UTHif#'fb$tifepr-7 I >f ^-^-^ (R£#:$C) 

Tffla; (2) fr£>#^££e>tc, CBC=E-Ft*it —DM&m^JOirke)^ 

[0 0 3 7] 

Cj =E k (Pj XOR Cj.j ) - (2) 

i : lJK_fc©fiE« 
Pi : ¥A (6 4 bfy h) 
Cj : Hf#:£ (6 4 bf y h) 

E k : 5 6 Ify h©^-* k ^M^feDE S #5£©l£-iMLai 
[0 0 3 8] 

-hiHS: (2) ©?tWte, 0i o -vmmzfr&o tela. ig 1 o tcfcvN-c, riv 

J ^D«y ^Rf-SHL^JIM (6 4hfyh) T»*»J, H 2 lC^-t»^ffiia««* 
3©77')/i/a^ ; E , J 3 4lCfcV\T, ®8 IC^^J:?^:? 9 *#CL ft 

Kar*yhsu (0) (DtttirlclB'^^tiSo 

[0 0 3 9] 

ziy\±=L-& 2&swiCD^i/-^7^£A;frLfc;fr-^ r >f ;f-r-# 

(¥#) it, AT R AC (Adaptive TRansform Audio Coder) 5: Bfc&Lfc AT 
RAC3^t*JEi$tit^5. 

1 8 m$E#¥ 11-3095140 
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ATRACtt MD(Mini Disk : JSS9) <Dt~9>Q>n s i§rtt > l±Ml53m%> V 
. ffljLlZ. 2 8 8 kbit/sT'44. 1 kHzif>'/^/©7.f ^ 
i^f^MDCT (Modified Discrete Cosine Transform) £ LT^f-^^tl 
t^S. -r&;b*K ftl*. ««^IH7-r^/*-ei/4, 1X4, l/2tf)3otf> 

t b t M D C T t'M^|S[1S^{C^I$ tl, ^*MD CT If y h@B# 

[0 0 4 0] 

m^it/'&^=L-y h 6 4 li, FIPS81 ©*E- F©e>*>. ilLfcECB 

m?, 9&&it/0L&=L— V h 6 4 fcfc, CBC^- KtCfc^T, 5 6fcf>yh<Z> 
g^ 2 -* k £JgV>T, Hf#:fc£, 6 4 Ify hfr ^fc&Rif-^ffc^n y * L 
TTSH^: (3) £H:3v*T*fe#LT¥:fc&£j*-rSo 
[0 0 4 1] 
[»3] 

Pi =0^ XOR D k (Ci ) - (3) 

i : 1JEU:©EE» 
Pi : ¥A (6 4 If y h) 
Cj : Bt#^C (6 4 If y h) 

XOR: gMt&tt&aifr 

D k : 5 6 fcfy hOtt^-drk&JgV^DE S #3S©!ft#*L3i 
[0 04 2] 

±SBSC (3) ©SUfli, HI &33, HllKUJS^T, nv 

n-f hsu (o) (D&Mizmmznfr&vtfm^bnzo 

[0 0 4 3] 

^rJW^-— ^ h 6 5tt, &«38£rL- y h 6 0, IHlgrL- ^ h6 1, «|£fft/SI 
«J¥rL=. y h62, mS&Ua—y h 6 3 £ J: t>*Bt#fL/^#^-- y h 6 4 <Z>#t 

1 9 trJSE4f ¥ 11-3095140 
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mzmmmizmm-tz. 

[0 0 4 4] 

i/zL^^EU 3 4 ftK!B^£;ft;kh^y ^-#-77-01/1 01 fl ~101 3 

- if ©^f&^ ci^ v ^ x mm b x mtc & h ^ v v $ y r -r & & 
mwimmizte. ii©h7«y^f-^77>f;i/5:^it 210 

mmmmz&tc^x, mstez&MGizm-th^yvmmyTjftio 

O&Jztfh'yy P'r-ftyr^ Jlsl 0 l Q ~l 0 1 3 tfrn^MZ. e>*iS„ 
[0 0 4 5] 

mm/w^*j^-)\,± 5] 

Stlfe^-^-T S:«[-^LfclftJC|f*"r«&|glJC, AT RAC 3 #5£T?BEIi 

SJiT^S:*-^ tf-r'-^&tfSU ^StttSLfca--"^ ZD /A 

CD:/ u-^r 7 &£v>l£n>fcf:i-# 2 A>&A»6AAbfe*- 
*I^Mffi«3Stt 3 KISSES ISJC, Si^-r^f-^&ATRAC 3# 

[0 0 4 6] 
CD/A^H4 7) 
D/A^M4 7li, £fci/M ; E^a-;i/4 5^f)A^bfef^^;i'^© 

^-t 2 -^ $:r^-n^^:©^--^>r ^-^-^tc^bT^tf-^4 6&c 

[^tf-^74 6] 

2 0 11-3095140 
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[A/D3g«|»4 8] 

o 

[0 0 4 7] 

Xf^Sl : ^M^'U-^4jb^m^ : Mfa'IS^«3{C. 

Xr^S6 : ISM^U— V4^&««fflffi«$l*3tC, SM&>f > * 7 a:- 

2 1 ffitE#¥ 11-3095140 
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[0 0 4 8] 

cme*!"?-* i Kj (Dmm&m mi ziz^ ^vfs 2) ] 

01 3 IC^-T J:e>K> S2tC^f m^ffl^'b-^4(Z)SLi5(^rL--/ h 6 0 {C 
iot 6 4 Ify hOSLRRj #£j&2*i&c 
i^SUfcRj tt, Sl^fflyi/— Y4^£^MiB11^ffi3^ffi2j£*i£ 0 
L/T, ^ffliaii^fi3©ffiS^IErL- y h 5 3 lC«fcoT, 6 4fc^yhtf>SL 

^ I Kq ~ I K 31 <Do%-<DmUm^-H I Kj (jli0^j^3 1 
R) tfflfitStlS. 

fit, Jft^ffi^U — V4©ffi2SSEn=.y h 6 SlcfcoT, SLRRj <Z>T& 

fix, tt^^/ttai#a.- v h 6 2tc^vAT, uga^snfcT^^-tt"? 

TSS3S; (4) {CfcVMT, f (a, b) it. WtM. SIR a, b a^ffi&fcffl'r 

[0 0 4 9] 
[R4] 

I Kj = f (MKj .ID.) - (4) 

[0 0 5 0] 

m&ZW^nUm^r-Z IK 0 ~I K 31 feJ;^^^-^f-^MK 0 ~MK 31 
£*LTV^*§<£lC&. HI 3tC^-t-^Q ! SCfcoTllIC^SE^T r -^ I Kj tfjg 

2 2 ttJIiE#¥ 11-3095140 
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*<Dt&>. ^sE&mutff&yj-r&mmz. -comity- zzmfehTm^z 

1/3 2-fgic-T5^£#T*^ ^iE^^II^ft>^^•&ri:S:l^v^^^|^T'Il^ 
[0 0 5 1] 

(««ffliH«^*3 i:WM^V"-t4 h<Dm<Di&wgiM.ym mi 2izm-t 

2SSEa.-y h 6 3 fcfc, SiRLfeSSEtt^-* I K j , 3g«M3B1ftg£ff 3 <7>&ff 
»BB=-* I D B fc^LTV^o 
[0 0 5 2] 

^f^sio: m^mmmmms <D$mm£.3i-v h 5 0 teaser, 64^ 

v htf>SL$CR d fc<fctfS d 

Xry^S 1 2 : Mffl^^-t4 0ffil^|iEi-'V h 6 3 JCfcV>T, 012 
iZjjk-tX^y^S 2t #fcS8SEtt^-* I Kj TR d I! R ms If I D m J & 

2 3 ffi§E#¥ 11-3095140 



#3* 11—069152 



SVnT, TIBsS (5) JCS^TMAC8U&&ffV*, MAC A 

lit, A || Bte, AfcBCS^ (nlf-/ h(Z> Atf)^5lCmlf y h©B5:^ 
LT (n + m) hilLfet)©) 5:^t„ 
[0 0 5 3] 
[»5] 

MAC A =MAC (I Kj , R d || R fflS || I D m ) - (5) 

[0 0 5 4] 

Xf'yyS13 :iWU-^4H TR d || S d ||MAC A || j j fcglf 
[0 0 5 5] 

^f>^si4 : n^mmmmms vm^u^-v h 5 3iz^x. mi 2 

IC^X^y^S 2T*#fcfgIEIt^-# I Kj £J:tf TR d II R ms II I D m j £ 
M^X. Tf3:£ (6) &C^r5 VnTM A C^^-MfW MAC R 
[0 0 5 6] 
HR6] 

MACg =MAC ( I K j , R d || R ms || I D m ) - (6) 

[0 0 5 7] 

x^y^s i 5 : Wffim%im.mnz ©tBSfgiin.- v h 5 3^c:^V^T, 
^Sl 4WfeMAC B il^^^^S 1 3T'AAlfcMAC A tfcJtfeU — 
mbTVNtV«, if ffl^ U-t 4 ^Sf&glEif - f I K j *mVT^Z>Z.£. 
tfiftfr Z> t=. ^fflSHH^« 3 IZM^rm ifisE^tett^T* &Z>£ SS3E 

[0 0 5 8] 

^r^S16 : tt&JgflBfi&gfi 3 ©WSWSEa.-^ h 5 3{CfclNT, 012 
IZjx-tx^y 2T*#^^IE^-^ I Kj fcitf r R ms H R dJ £J9 V ^> 
(.7) lzm-3^TMACWtMZft)<\ MAC C &^«)5„ 
[0 0 5 9] 
[«7] 

MAC C =MAC ( I Kj , R ms H R d ) - (7) 

2 4 11-3095140 
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[0 0 6 0] 
[0 0 6 1] 

^f'^l 8 : ^fflfB'!S^g3^e>^fl§^'U-^4C rs ms l|MAC c 

j zmji-tZo 

[0 0 6 2] 

^fy^S 1 9 : g|^jg;7b-^4 0)$BSIgfIrL- y h63 {Cfc V^TIE5£ ( 
8) &C^^V>TMAC^^&*tV\ MAC d 
[0 0 6 3] 
[«8] 

MAC d =MAC (I Kj , R ms H R d ) - (8) 

[0 0 64] 

•X^rv 2 0 : ni$m-7U- J r4 <D^^LMU=L-V h 6 3 fC^T, *7^y 
^"S 1 9t'^4!)fcMAC d tXf>^S 1 8t'AAltMAC c £&ifcjgcU — 
SfcLTV^tf, ^t^MfEHiStt 3 tfMtyfeMISEf&^r— ^IKj £^ LT r £: 

[0 0 6 5] 

(tvi/H>«f-* S e k<Z)£f£#L3I (01 2 iC^X^y ^"S 5) ] 
HI 5«, t*;S/g>«f-*S e k <D£.&9Hm*WLmir Z> r~#><DmT*$>Z> a 
fcfc, mmizv ism y mr-& Se\i<D&f&mm$:ffl%l-?2> illicit, M^L 

[0 0 6 6] 

*-5^y :/S 3 0 : ifffl"/l/-^4 0>tB2i§fE:3.-y h6 3(t jgJKUfcBIE 

2 5 ffifESf^ 11-3095140 
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H-r-#IKj r S d II S ms J fcfflV^, TSB^ (9) K^^TMAC 

StKt&ffvv -fey S/a^gt-^-* S e k££j&-rs o 
[0 0 6 7] 

[»9] 

t^J/H>if-^Sek=MAC (IKj, S d || S ms ) -(9) 
[0 0 6 8] 

^f«y^s3i : m^mmmmms(Dms.uu^-y h 5 3 it. m%n,femu 

H^-^iKj ^sjcuf rs d || s ms j *m^T. Tga^; (10) ic^5v%tma 

4 -e^iRLfe-fey S/a >&t"5*-* S e k £ M 
[0 0 6 9] 
[»1 0] 

t>r>3>if-ifSek=MAC (IK j( S d || S ms ) -(10) 
[0 0 7 0] 

ism?-* s e ko^iWTitfc'j, U6^fflsa«ss«3 *«fcaE*5©ffl^ 

tiWC-fey 2/a S/iH 5 -* S e k £;tbTV>£ 0 
[0 0 7 1] 

7ff^S4 0 : Wffim^Xs-^A It. y h 6 0{C 

[0 0 7 2] 

^ffys4i :m^m^u~^4it. m^it/'&^ZL-V h 6 4 iZtS^X. 

X"rv7S 4 0-e^^L7t h7y^if-fTRKS, tfJ/a S e 
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[0 0 7 3] 
[0 0 74] 

^f«y^s4 3 : n&mmmmn 3 xfy^s4 2T*A^ufeBir^b3*i 

[0 0 7 5] 

Xf^^S4 4 : ^MSH«^fi 3 it. «F#ft/tt#3.-y h 5 4 ICfc^T, 
X^^^S 4 3t^lfch7^^if-^TRK5:, g2'BirL-y b 5 1 

^=E'j3 4 fcfant 3*1-0% & h^^/^^a^r-r;i/i o op^cD^^h^^^^- 

^f^jStSTRKINF (n) filZWtfe-tZ, 
[0 0 7 6] 

^f>y^S4 5 : \* % !5L»^a.— V h 6 0lCA-^#lCSL 

t/a^^U 3 4JC|B*S*lTVx«H5feJ:tJfH6K:3a%"r h^y^«a7T>f^/l 
0 0«D")^lSt6h7*;i'f-*77'f^©Sif-fPRTINF (N) |*r 

[0 0 7 7] 

->y h6 2 lC£v%T, TIH^; (11) {C^-T J:e>C, ^f»;^S 4 5tMbfc 
il^5:f>4<7 'Jftf-fTMKtt*. 

aas, f>^7'jif-^TMK®Mi, mmmmm*m^z> : b<Diz\ l tm 

2 7 0JIIE#¥ 11-3095140 
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[0 0 7 8] 



TMK=PK XOR TRK 



- (11) 



[0 0 7 9] 

Xr>y^S4 7 : ifffl^l/-V4 tt, §L8t2&£:3-- y F 6 0 1C?^X#^JC 
3LK&38£3i*\ £Ra«fc/SCfe*9;**^-F^-*CS«:£jfc'r<5. 

^I3 077>y J/a^^'J 3 4 Kli2il£*lT^S^?^*#ftCDH8C;^t-*f 

[0 0 8 0] 

tcfeVNT, (12) ic^f ^f7^S4 6T?4^bfcf^7'J 

[0 0 8 1] 



[0 0 8 2] 

MAC$IW£>tffilC, S HA- 1 (Secure Hash Algorithm) , R 

I PEMD- 1 6 0 ^ffatt/Ny i/rLBIilt (one-way hash function) ©A 

^rt% -#fattW»f fctt, xJ:>Jy = f (x) 5:lfltsrtii^t'fe 

— #fttt/Vy $/a.g8$fclCoV^te:, ^JiH "Handbook of Applied Cry 
ptography,CRC Press" & £*&C|¥ L <fB*fi£*lT^<5. 
[0 0 8 3] 

Xf^S4 9 : lfffl^b-t4 =r>tfo.-^ 2 &sv*tt3M&«:7i/- 
TRAC3^1f£E«t4. fit, l©-JHb/«#:x- y h 6 4 tCfc^T. 



[«1 2] 



CK=MAC (TMK, CS) 



- (1 2) 



2 8 
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[0 0 8 4] 

•AtV-JS 5 0 : n^m7\s- J r4lZ, Xf7^S4 9 T?Hfr-iHb b tt-rJ 
[0 0 8 5] 

^f«y^s5i : m^mmmmm 3 x^y^s 5 oxA^vt^m-^it^ti 

[0 0 8 6] 

^f*;7"S6 1 : ^M^ , l/- J ^4^^a^mfH'lt^«3{C, i*ffib$:g* 
x^^y^s 2 : E|l 3 &JBv*fctira&bfcJ:3ic, *«ffllB*$l«3 

X^^y^S 4 : X^y/S 3©4BSKIE«iatcJ:oTlfl«MSB*«iB3 fe«fctf 

Xff7"S 5 : Ke^ffi|B1BSIfi3 33 Jrtfaff/S?' l/-^ 4 iCfc^T, ty>>3 

S e k#£/£3*iS. 
Xff7"S 6 3 : mp^batlfe^-^-f ^t 5 -* £> *t#>f 7 at-* 3 2 
, 4 2^11, ^fflfH1g^g3jb^^MyL/-^4lC^mf o Mm*L3l 

2 9 ffiSE#¥ 11-3095140 
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f *~r>f *->*^AlT*te. «K#M8BttSltt3 h^ffiyi/-"Y4 

4 Kffl£3*lfeflaHHfc£*lfc h 7 f i'if - ^ T R K >y i/ a >Hf- 

# S e kt-iittS. 

[0 0 8 7] 

-7S 6 3)] 

&t=.&>. EI4 ic^-t h^>y ^^-^ ^r-r;n o 1 0 ~1 0 i 3 g|6lC^ 

•t£?iZ, ^h^'^f-^^r'fMfaf-^TRINF (n) IZh^y 9 
[0 0 8 8] 

Xf^S7 1 :«« f ffllB«$ltt3©HiP^fc/iS[#rLr.y h 5 4 04 iZjjk 
ir £olZ7^y */a.*tV 3 4 lC|Blt$ tlT V>-g>® 5 (C^f h 9 V VgM 7 7 4 
;i/l 0 OW0TRK I NF (n) <Do*>. Bfrfc LHtfft*#^$ 4l<5 h 9 y 
^^-^^T-f^tC^fJCSf 5TRK I NF (n) ^0h7>y^if-^TRK$: 

, ga«rL=.^ h 5 i {cfsiisftTv^fE'iiJBitf 1 -* sK m zm^xm.^-*** 

[0 0 8 9] 

^f«yyS7 2 : «IMIEH^«3(DBiP#>ffc/^#^L^^ K 5 4 

3 0 mtiE#¥ 11-3095140 
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S 7 imifeh7>^if-3!TRKS:, 01 7C^f>^S 5t#f, 
^H^-* S e k£fl§VxTHiHHtf So 
[0 0 9 0] 

X-ry 7 3 : g$^JSI2'l!fi£fi3 tt, X^yzfS 7 2 T'fflF-Sfrt; U£ h ^ y ? 
ilf-^TRKS:lWl/- Y4 tcm^S,, 
[0 0 9 1] 

^f^^S 7 4 : tR^ffl^ l/-t4 (Dm^it/U^^—V h 6 4 *TVZf 
S 7 3T*^MSBli^«3;frbA;frbfcb^y *lt^-#TRK£, i^y*/a> 
gf-^ S e k$rMVNT^#i-§ 0 
[0 0 9 2] 

Xfy^S 7 5 : Mffiy fiDiWSI^-f h6 2i±, 

S 7 4T't^$tlfeh7'^if-;5fTRKfc, «*MgH«SI183 ©7 9y 2/a 
^=E'J3 4 tCgaH^JlTV^ h7>y ?fl77>f;i/l 0 OftCD^h^y 
^77>f;i/i:Mt5PRTINF (n) iC^tlS A-yjfcf 5 - # P K 

[0 0 9 3] 
[»13] 

TMK = P K XOR TRK —(13) 
[0 0 9 4] 

^f-y^s7 6: m^mzfis-v 4 <Dm£j&/mmw^-v h 6 2 ic^t, 

5yJ/a>i=E'J 3 4 KfiBttSftTv^SStN^y^-^r^/bKi^JS"** h 
=y V V?— # ~7 7f;H Ol 0 ~101g ©^^#p*j<z)ig8 ic^^-^x**/ 
- K-?-*C S HZm^T. TfB5£ (14) Kj^rMAC«J¥«:fTVV %33E&£ 

[0 0 9 5] 
[»14] 

CK=MAC (TMK, CS) - (14) 

3 1 ffiilf^ 11-3095140 
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[0 0 9 6] 

*<rV?S 7 7 : tt&ftffilftSlff 3 !7^y J/a^=E'J 3 4 lCfBl5l£*lT^ 
S@4[C^fh7>y^f-^77'fM 01 0 ~10 3 (Z)e>*>i*{lill^ff 

[0 0 9 7] 

^-^^^S 7 6-e£/&L£^*#i^-#CK$:M^T, X5^y^S 7 7t*A 

fe^8/\V h(D^D*y*&#&£LTfT;b*l£o 
[0 0 9 8] 

^f>yys 7 8t*t#Lfct-f>ftf-^?:ATRAC3MT'#Sl, 

, ^tr-^74 6 icm^-r-5o 

[0 0 9 9] 

J5U:ICJ:*J. ^MfB'll^M3;fre>^ffl:7°^-^4 4 'v©*-^ tf^- # 
[0 10 0] 

fff^LfcJ:e>{C, »ffffl7'l/-t4 ©aMU^a-ZI^ 4fcfc, lfi9© h ^ y * 
7 s - * ^ 7 >f ^ £t>#J L/ T 2 {@o> N ^ v ? fs- # -7 r 4 to &ftWR$k9l!i 
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7>f^(D H19 (B) iZjjk-? b^V ^f~^77>f^ (1) SI 9 

(C) Cat-t b^V (2) 

019 (B) KTjk-t^olz, Y*y V 9 : T — %~7 7 4 )i> (l) 
CL (2) (Z)^^ K^- V V SU (3) fcSU (4) fcOBTHfrftf 3*lTV*6 

[0101] 

^S&MRftCfcy, «0h77^f-^77>f;i' (1) ®^7^^CL (2 

) li@2 0 (A) JCaVrJ^tcfcy, £Tfc{c£/&£*i£ h7-y?f-^77>f^ 

(2) ®^7X^CL (0) &02O (B) \Z7Ts~?&0\Zt£Z> 0 
Z\<DH%. 020 (B) iC^t-J^lC H7>y^f-^77^;b (2) GD^ ^ 
X^CL (0) ©t'»Ka-9 NSU (0) IZ-frmmOb^vVT-StyTJ 
;i/ (1) 0)2 =7 7.* (2) -)>Ka^«yhSU ( 4 ) £ & »J „ ^ >7 ^ ^- # 
77^ (2) (DV^XZCL (0) ©t9>K^-*;l»SU (1) tt^fflfjf© 
h7>y?f-^77>f;i/ (1) <D2=77,Z (2) ®1fi7>Ka-*;hSU (5) 

02 0 (B) C^th5yi'r-^77>f^ (2) <7J>?^X#CL (0 

) <D?u v zmmtrnmrni vici*, 019 (a) , cb) c^th^y^f- 

#77>f^ (1) 0^7^^CL (2) fi©iJ-9>Ka-*;hSU (3) (DM 
yhSU (0) ©g^tc:7nv*Hff#flrt0JB«i vsifiltitt', 4Mff<z>BR 

3 3 ffigE#^ 11-3095140 
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n&mz* Ka- v b SU (0) £#lc, ^©g[|fi©yn y ?nir# 

[0 10 2] 

#§&B£7£J»T*«\ ^ifffff^h^^^^-^^T^;!/ (1) <D V^vVm'r-Z 
, /\°- ^ H^- ^SiO^^X^ Ht 1 - # *1-6*ITRK_1, PK_lfc 

i^CK_lT'feS 0 

^Ht©h7^f-^7r^ (l) (Z) b'yvPm^-Z, /*-vm 

^-#&&Zf?7>7,$m7-$lZ. ^-tl-TtlTRK_l ' , PK_1' fc^tfC 

h7y^f-^77>f;i/ (2) (Db^v Vm'r-Z. J^-V^t- % £ 
J^^X^lif 1 -*^ -en-TtlTRK_2, PK_2;£J:tfCK_l-£&<5 

o 

[0103] 

*-7T<tfr (i) fcttaucuffcfc: ^Ht-^trk_2 zm?z> 0 

*Hf-*CK_iSdiIlifi:llCi:t«. 

[0104] 

^ry7"S 9 0 : mMk^Va-fr* 4 it, b ^ V V - * 7 7 4 JKDfrWtffem 
fcA^bfe^frfc^MU A* OfcfcWWUfctft^tCfc*:*-^* :7S 9 1 <DMM 

[0 10 5] 

Xfy7"S9 1 :|| ; E^-;b4 4(t i§L«»^3.- y b 6 0 tCSLiStSrfS^ 



3 4 
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[0 1 0 6] 

Xf7^S9 2 : MM^ V=L-fy±4 fcfc, h =y y # 5 s - % ~7 7 4 )\> ( 2 ) CD A 
-Vm?-* PK_2 SrTia^: (1 5) tCtto*<,NT£j&-r-5o 
[0 10 7] 
[«1 5] 

PK_2 = TRK_1 XOR P K_ 1 XOR T R K 2 

- (15) 

[0 10 8] 

3*lfCj:»K h77^f-^77^Jl/ (2) ICOVNT, frffB5£ (1 1) IC^O 
^TZfrZ> ; r>7S<^Vm7 r -&l*. Y^v (1) ©-T^aK^U 

fc^-^fcPSDtCfcy, tjfffisS (12) KlIS^T^S*!**^**^-* 

^(Dfc&>, h79^f-*77'f^ (2) ft©tf >Ka=y hSUfe|ffc& 
[0109] 

9 1 T'£j&Lfc h^y ^H^ r -#TRK_2 IBUS^— ^ h 5 1 KlgB 
UStlTV^SMMJi^-* SK m fcffl^Tft-iHfcU ^»H|p#-fbLfcN9y^ 
if-HRK_2 77*;J/a^ : E'J3 4 iCtHAIS tlX b^yt&m? 
T>r;H 0 0W©aSth9v^'5 s -*7T>f^K:*fJiS'rSBI6lC^^-TRK IN 

[0 1 10] 

X-r-y^S 9 4 : Stefe^S? 3.-^4 4 Ji, Xfy7°S 9 2 y« 
7 s -* PK_2 77-r>a^=E'J3 4 fCfBti£ *IT Vn§ ^77^^77^ 
MO 0|*I©^^h9^^T r -^7T>f;i/{C*f^'rSS6{Catt"P RT I NFJC 

[0 111] 

-*77>f^ (2) © b^y^m?-* t. IT, iffc^h^^^H^-^TRK 

3 5 ffill^ 5 ! 2 1 1-3095140 
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_2 zm^fcm&x**), (15) icgo*^TA'-*/it5 i -#PK_2££ 
-e©^, v^xzmT-zsjftmmoi? ^**mT-&cK_i tragic 
# - # v x x nmm ^it -t z> &mtt ta v % „ 

K_l* lCJ&C£:&5££*i£ 0 fffl^, h^^y^^-^^r^;!/ (1 

[0 112] 

H2 2tCa%-TJ:^K:, iSl*^ SJa. -;i/4 4 0 2 2 (A) iC^f h 

7>^f-^77^f;i/ (1) 022 (B) IC^-T h^y ^t 1 -* 77>f ^ ( 

2) fc&^UT, 022 (C) b59i'T-*77>f^ (3) 

[0 113] 

SK^JCJ:*;, *§^Kr© h^v 7t-Z7?>( )V (1) (1 

) t, ^-mCDV^V Vt-Z^TJ )\s (2) j^&ftS/'C-y (2) 
fejfeh^y^f-*??^^ (3) j5(54)«sns. 

h^y ?f-^77>f^ (3) tf) tm^-* £ VXffifcte b^y 
^»f-nRK_3«^, (1) ©A-^if-^PK_3_l 

fc^OW-y (2) (DA-vm?-* PK_3_2^Mt5 J:-MCLTfr£&C 

h^^^1f^7T^r;i/i o oic. 3ih7>^f-^77>f;i/ (3) iz 

3 6 ajiiE^ 5 ^ 11-3095140 
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ftJ&'ir&M 6 iZm"f"T RKI NFfcitfPRTIN F Patina *l, SiTRK I 
NFfcJitf PRT INFfClC, iffelC^$tl^H-7 ; -^^^i-§i:-9iC|8^ 

(1) ©0 6lCgfPRTSIZE^t^^7^^feJ:^ 
7^77^tLt, ffi&mW? v V t~ Z 7 T 4 (l)tf)*^;*#CL(0 
) fccfctfCL (4) #^*i-erifg££*i£ 0 A-^y (2) 0PRTSIZ 

>f;i/ (2) 0^7^^CL (0) ££tfCL (5) tf-en^tlta^tlS. 
[0 114] 

02 3li, MM^U~^4(Z)Si ; Ei;a-;i'4 4{Cfe^T, §t£^£j£L£: 
h7>^f-^77>f;i/ (3) ©A-y (1) £<fctf (2) (Drf-vm^r-* £ 

7^if-^TRK_l, /t-^if-!?PK_lfeJ:^7X^ir-3!C 
K_l&M^TfcU, b7^^f-^77^f;i/ (2) ^b7«y^if-^TRK 
_2, ;^^if-^PK_2fej:^7^fllf-^CK_2 £fflV<*T£^-£- 

[0 115] 

h5yff-f77>f^ (3) ligffe^ h5fi'if-*TRK_3 
ZmZtiK rt-V (1) £J:tf (2) OA-^if-^&aTIC^t j^icntm 
tSrtT', #^7^^©^7X^if-^CK_l^«ktfCK_2 Sr^Bui: 

[0 116] 

^f'V7°S 10 0: |g^^^a.-;b4 4 ft, 1^7>y^f-^77^M^ 
^fcA^Lfcfr^fcffll&TU A;frL££^Lfcl§#lCte*7^:/S 1 0 1 (D 

ffias^ff u A^LT^fcv^w^Lfc^rctex-ry 1 o ooio&i&ift 

'Jig-To 

[0 117] 

Xr>y7"S10 1 :g|^ya-;H4lt SL^S[#§^^L— V V 6 0 &CSLgfc£5& 

3 7 ffiIE#¥ 11-3095140 



1 1 — 069152 



[0 118] 

T^TVZfS 10 2: |g^ ; E^3.-;i/4 4 ttU h ^ >y ^f-^77>f^ ( 3 ) (Z> 
(i) con-vm?-* PK_3_1 (16) ICg^^T^f 

So 

[0 119] 
[«1 6] 

PK_3_1=TRK_1 XOR P K_ 1 XOR T R K 3 

(16) 

[0 12 0] 

3*WCj;>j, atrial (11) Km-3^T£.f%2frZ>rt-V (1) <D9->#^V 

&ct*^ ^©^m, mma. (12) jcn^v^T^stis^-^ (D <z>*^x 
1 ^i^Dfc-e^So 

t<Dt=.m. rt-y (1) KrL--y h SUfcfrfc&^X^iS^-* 5: 

M^T#^lt^ffc;t-S&>5^&V>o 
[0121] 

X^^y^S 10 3: mM^ifx—Jl* 4 (i, h ^ y ? ^- # 7 y -f ^ (3) © 
A-y (2) ©A-^at-^-dt PK_3_2 SrTIBS; (17) IC^^T^ffc-t 

5o 

[0 12 2] 
[«17] 

PK_3_2=TRK_2 XOR PK_2 XOR T R K 3 

- (1 7) 

[0123] 

ZL*UCJ;»J, f&ffisS (ID icSo'^T^^^ti-SA-^y (2) (D^>jK^U 

it-?-* SrM-a-Bu© b^y 77>f;i/ (2) ©^>3K^ug^-* tmv 

ICT'£, iufE5£ (12) \Z.m-D^r&f&2ti2>rt-V (2) tf>*5X 

3 8 mil#¥ 11-3095140 
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2 h^CJCT'^S,, 

^(Dfcth. rt-y (2) (Z>^?> K:i->y h SUSriffc&^X^itT 2 -* £ 
[0124] 

Xfy^S104: »«fflffi«iliB3©B|p-^'fb/(St-^a.-'y h 5 4 {CfcVNT, 
X^y^S 1 0 l-V&mVtch^V tmT-$TRK_3 gB'K^L-^ h 5 1 
iCffittStlT^SgBltffltt^-* SK m fc^TBgHHtU ^mst^bbfeh^ 
y ^ir-^TRK_3 ■&75*;S/ail ! EiJ 3 4 fttf) h^yi'f-^ 77^A ( 
3) {C*ffS-rSS6lC^-TTRK I NFlzmg&tS. 
[0 12 5] 

10 5: mM^P=2.-JVA 4 te, TsTV-JS 102 fecfctfS 103 
•e^LfeA 0 -^li^-^ PK_3_1 £J:tfPK_3_2 &75*;J'a^ ! Ey 
34^©h7>^r-3t77^;i/ (3) (Z^Vl^tuA-y (1) fe«fctf^-y ( 
2) JC^lS-rSH 6 IZjjk-t P RT I N F{C^tf>££#£&tf„ 
[0 12 6] 

-^77^/1/ (3) ©h^«y^ilf-^i:bt, ifcfth5*;f«f-*TRK 
_3 SrMv^fcft^T?*,, ±IB^: (16) fcitf (17) jc3£-3v*T/*-*ytt-r- 
f PK_3_1 ±tFPK_3_2 S:4^tSIfct% U ftt 

■7 s -* fcflU Etc #;\°-7©^7^^ilf-^^ 

i0^7^^if-^CK_l £J:tfCK_2 •£ ft -£41 H C tCT? £ , ( 
1) fe^tf (2) fa(DWy N SU^fT^*^**^-* fcffiV^T 

[0 12 7] 

mm* ±7iLt~mt&mmx°i l z. ATRAC3tt<D&m<Dm&'vib2>-y'Vy 

3 9 £BaE#¥ 1 1-3095140 
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SiMJI©'?--*'*?**^* >^( P adding) A LTif^TTS J: 5 IZ It % 
[0 12 8] 

izm&m ^ — v 4 t* ^ u t & iai»^g 3icm;*j-t-&j:e>icLT% 

[0 12 9] 

JiKELfc^i6fe^T*l±, SI 3 lZm~? J;3lC, fa^^.-^/ h 5 1 £J:tK 
6 1 IZ3 2^C0^aE^-^fe J:^7X^-if-;5! £IH«L£«1§r£M^L£: 

[0 13 0] 

Jb^Lfe^Jfe^-eti, 01 3 ic^-rjt^ic, ^M^i^-^4 tc^VN 
T, 7X^-ir-^MK Q ~MK 31 ^^|Eif-^ I K Q — I K^^m^ 

m^m^U'-^4lC. ««fflffi«SI«3 fclflCk^KI, IS 
II^-^IKq ~IK 31 &SB«U SL«Rj D fcSgSEttf 5 - 9 

[0131] 

Mi^i/- v 4 leaser, m^ffl^u— v4-e^«ufea»Rj &«^t, is 
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